One problem with healthcare information security is the inappropriate use by authorized users of information. How do HIPPA and HITECH ACT help to reduce the problem?

Healthcare Information Technology has taken the healthcare industry by storm. There are so many benefits to having electronic medical records. Such as, complied health histories, approximate dates for immunizations, electronic medical records, readable doctor’s orders, and complied data. 
 However, misuse of healthcare information has become a major problem in today’s society. The quick growth of social media has proven the need to maintain patient confidentiality. The Health Information Technology for Economic and Clinical Health Act (HITECH) of 2009 and The Health Insurance Portability and Accountability Act (HIPPA) of 1996, (McGonigle & Mastrian, 2018, p. 145) was created to protect PHI for such purposes. Although, social networks are not the only forms of breech of patient confidentiality. “Cybercriminals have begun to target the healthcare industry with ransomware, malware that encrypts an infected device and any attached devices from encoding (Spence, Bhardwaj, et all, 2018).”
“The distinction between secured and unsecured PHI is important because providers that experience a breach in the privacy or security of the PHI must adhere to certain notification requirements depending on the type of PHI affected by the breach. The HITECH Act enhanced the breech notification requirements of HIPPA (McGonigle & Mastrian, 2018 p. 159).” Therefore, appropriate actions can be taken to stop this misuse of PHI. Employees should be sufficiently educated on the consequences for violations on PHI. And healthcare industries should have adequate security with PHI to avoid cyberattacks. 
I feel HITECH and HIPPA do help reduce the problem, however, it does stop the inappropriate use or attacks on PHI. 
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